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Abstract 
The evolution of electronic technology, the introduction of new materials and the emergence of mobile networks and cloud 
technology accelerated the revolution associated with the usage of mobile devices (e.g., smartphones, tablets) opening room for 
pervasive or ubiquitous computing. The paper will focus mainly on the type of mobile device applications that are used by people 
daily, ranging from leisure to productivity applications, and address their innovative potential, analyzing the opportunities offered 
and also the challenges placed for users, lawmakers, developers, and for the human-factors community. 
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1. Introduction 
The evolution of electronic technology, the introduction of new materials and the emergence of mobile networks 
and cloud technology accelerated the revolution associated with the usage of mobile devices (e.g., smartphones, 
tablets) opening room for pervasive or ubiquitous computing. Some cloud applications, despite very relevant, are 
quite invisible, such as electric smart meters which monitor power grid status and report usage in real-time. Some 
fixed installations, such as home security systems, are based on the same technology as mobile devices for resilience 
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purposes. Many of these new types of applications are related with the concept of ‘Internet of Things’, a term that 
was coined by the British scientist Kevin Ashton [1]. Despite not independent of this concept, this paper will focus 
mainly on the applications that are daily used by people on their mobile devices. 
Mobile devices combine functionalities which were once specific of other equipment, such as computers, phones, 
cameras, TV, audio and video recorders, geo-location devices, bar-code readers. Exploiting these functionalities has 
many advantages for a wide range of professional, entertainment, education and assistive applications to name a few. 
The integration of data made available by the use of mobile devices and applications such as web and social 
networks offers opportunities for companies to understand people’s behavior, for instance as consumers, and 
customize marketing strategies according to perceived users’ preferences. However, and on a totality different tone, 
the same type of information can be used by the emergency management community to gather information about 
disasters, supporting the picture compilation and the guide the relief response. 
Goggin notes that this intersection of mobiles and Internet with new social forms allowed the development of new 
forms of collaboration, qualitatively different from what they were in the past; and also that the digital content are 
evolving to exciting new directions, allowing people to undertake new kinds of activities, representations and 
instigating new kinds of value [2]. The same author recalls the role of mobile phones in 2010-2011 Arab Spring 
uprisings. 
In the field of education, besides the obvious support for academic purposes, the use of mobile devices is quite 
important to reach out, educate and raise awareness of broad audiences towards key issues. Examples include, for 
instance, preparedness for emergency, awareness about risks and preventive actions (for instance, on health matter or 
on ergonomic risk factors related with workplaces and on the prevention of work-related disorders). 
Other example of an important role for mobile devices is as the core equipment of assistive technology for people 
needs, well-being and/or security (e.g., people with disabilities or elder care monitoring system). In fact mobile 
device can be used to monitor attributes (e.g., location, motion, vital signs) of the wearer (e.g., children, patients, 
elder people) and support services that trigger alerts if such attributes meet specific criteria.  
The type of devices, accessories, interaction interfaces and functionalities offered evolve at a fast pace, 
challenging developers and human-factors professionals to find effective, efficient and satisfactory ways of dealing 
with such progress, i.e. improving usability and usage safety. While practitioners are still trying to establish best 
practices and guidelines for designing touch screen interfaces, they are already being faced with the emergence of 
new forms of interaction, such as voice and gesture control. Besides this, the introduction of mobile devices based on 
optical head-mounted displays (e.g., Google glass) will expand even further the opportunities for developing new 
applications, but will also place challenges to users, software engineers, human-factors professionals and legislators. 
The paper will address the innovative potential of mobile devices, analyzing the opportunities offered and also the 
challenges placed for users, lawmakers, developers and for the human-factors community. 
2. Dimension of the mobile devices usage 
According to the Global Internet Report 2014, by the end of 2013 the number of mobile broadband subscribers 
worldwide exceeded 1.9 billion. By the same time smartphones were 50% of all mobile phones, and the growth of 
mobile broadband users in the period 2008-2012 was 88% (compared with 11% for fixed broadband) [3].  
A report about the use of smartphones in the USA states that nearly two-thirds of the Americans own a 
smartphone, that 19% rely on such devices for internet access, and that 10% do not have any other broadband 
connection available (users that are designated “smartphone-dependents”) [4]. The same report refers that these 
devices are widely used for navigating numerous important life activities. For instance, in the case of lower-income 
and “smartphone-dependent” users, the phones are likely to be used for navigating job and employment resources. 
According to a forecast from Gartner in 2015 the sales of tablets will exceed the number of PCs [5]. On the other 
hand, the same report refers that, within PCs, the share of ultramobile sales will grow from 10% in 2014 to 17% in 
2015. The same research company also refers that, by 2016, the use of mobile apps will surpass that of Internet 
domain names, making mobile apps the dominant means of engaging with brands. 
The generalized use of mobile devices is also leading companies to adopt policies of allowing employees to use 
their own mobile devices to access enterprise information and applications. Identically schools are allowing students 
to bring personally owned devices. This practice is designated BYOD (bring your own device). A study 
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commissioned by IBM in 2013 to examine the total economic impact and potential return on investment enterprises 
may realize by implementing a BYOD program using mobile enterprise services found high return on investment 
(108%) and fast payback (less than 1 month), besides many other benefits which included improved flexibility and 
productivity, reduced costs for acquiring, provisioning and replacing corporate-liable devices, expanded revenues 
from improved sales mobility, better employee satisfaction and enhanced recruiting capability [6]. 
A study commissioned by a group of Cisco partner firms provides additional insights on the impact of the BYOD 
phenomenon [7]. This study, presented in March 2013, focused the use of smartphones for work purposes in the 
USA, considering a sample constituted by full-time workers. The study concluded that the use of smartphones varies 
depending on the job performed. Table 1 offers a view on the breakdown of the BYOD practices in 8 common 
industries. The margin of error of the study is stated to be 3%. 
Table 1. Percentage of own smartphone users for work purposes, in USA 2013 [7]. 
Industry BYODers 
Education 95.2% 
Technology 90.4% 
Healthcare 88.6% 
Banking 83.3% 
Manufacturing 80.7% 
Foodservice/hospitality 80.4% 
Legal 78.6% 
Retail/wholesale 77.1% 
 
The impact of the changes resulting from the generalized use of mobile devices is also revealed by the evolution 
of terminology used in literature and industry. In fact, the consumerization phenomenon associated with the use of 
mobile devices is reflected on the emergence of designations such as m-learning, m-health, m-banking or  
m-commerce, reflecting a new paradigm and a new technological age, with different characteristics from their 
predecessors, the e-learning, e-health, e-banking or e-commerce. The next section discusses the characteristics of 
mobile applications and provides several examples to support the discussion of the potential and the challenges 
associated with this technology.  
3. Examples of application the mobile devices  
3.1. A general perspective 
The advances in mobile related technologies created the opportunity for users to transition from wired internet 
and PC based software to wireless and mobile applications (apps). The variety of apps available in appstores is quite 
wide, from leisure to productivity applications. A study conducted by the Pew Research Center, in 2011, using a 
sample of 658 adult Americans evaluated the percentage of users which downloaded different apps types as follows 
[8]: 
x apps that provide regular updates on news, weather, sports or stocks - 74%; 
x apps that help communicate with friends or family - 67%; 
x apps that help learn about matters of interest - 64%,  
x apps that help get information about a destination - 53%;  
x apps that help on work-related tasks - 48%; 
x apps that help shopping - 46%;  
x apps that allow to watch movies or TV shows online - 43%; 
x apps that help get information about events - 35%; and  
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x apps that help track or manage the health - 29%.  
Leisure, news, communication and shopping apps are popular by obvious reasons.  
The development of applications to help learning is domain of m-learning. One definition of m-learning is 
"learning across multiple contexts, through social and content interactions, using personal electronic devices” [9]. 
These mobile learning devices empower students to develop their own understanding through active involvement 
(e.g. learn to learn in new contexts such as visiting “virtual” museums), allow them to be involved on collaborative 
learning, also on tasks that are goal oriented and open-ended with a strong gaming component and in problem-
solving based learning activities [10, 11]. For instance, learning by game playing can explore augmented reality 
features, which embed virtual, location-specific and contextual information in a physical site [12], exploiting the 
benefits of mobile devices [13]:  
x portability;  
x affordable and ubiquitous access; 
x situated, ‘just-in-time’ learning opportunities;  
x connection and convergence; and  
x individualized and personalized experiences.  
As referred by Wang et al. m-learning systems create the opportunity for learner mobility in physical, conceptual, 
and social spaces [14]. In a different tone, m-learning can also be used together with assistive technology and 
devices for supporting people with different types of disabilities and disorders [15, 16, 17, 18]. 
Regarding work-related apps it is possible to identify a variety of specific fields of development. For instance, an 
interesting study, conducted by Woodill and Udell, addressed m-agriculture, which is the use of mobile computing in 
agriculture [19]. These authors performed an exhaustive search both in literature and Internet and identified 60 
agriculture related apps, designed for agriculture industry in Canada and USA. The apps were categorized in the 
following nine categories (in brackets the percentage of mobile apps for each of the nine categories): 
x Farm management apps (33%) 
x Learning and reference apps (15%) 
x Diseases and pests apps (12%) 
x Agriculture information apps (12%) 
x Market data apps (8%) 
x Conference apps (7%) 
x Business apps (5%) 
x Location-based apps (3%) 
besides these apps farmers also use other generic functions of smartphones and tablets, such as the built-in camera to 
take a photo and share it on Facebook asking for help in the identification of the insect that is chewing on a leaf. 
Furthermore these authors also refer the use of productivity apps such as word processors, spreadsheets and 
databases [19]. The literature also discusses the impact of m-agriculture apps in low and middle income countries. 
Another paradigmatic domain of application of mobile technology is healthcare. This is a field of application with 
a global and strategic outreach comparable with learning, agriculture and commerce, which however has great 
potential of impact in the improvement of basic needs and well-being of populations worldwide. Because of this and 
of the specific requirements and challenges that m-health applications impose we will devote the next subsection to 
this subject. 
3.2. m-Health  
So far, no standardized definition of m-Health has been established. One of the proposed definitions, mainly 
focused on the technological dimension, is “mobile computing, medical sensor, and communications technologies 
for healthcare” [20]. In World Health Organization (WHO) publications (e.g. [21]) the m-Health definition, which is 
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focused in the functional dimension, is “medical and public health practice supported by mobile devices, such as 
mobile phones, patient monitoring devices, personal digital assistants (PDAs), and other wireless devices”. 
The m-health concept is referred in [22] as one of the key technological domains resulting from the advances in 
remote healthcare and e-health systems which is bringing together major academic research and industry disciplines 
worldwide to achieve innovative solutions to healthcare delivery, exploiting the introduction of new wireless 
standards and network systems with true mobile broadband and fast internet access [22]. 
A literature review on m-health, promoted by WHO in 2008, identified emerging focus areas in m-health related 
with the development of following capabilities: emergency response systems (e.g. road traffic accidents, emergency 
obstetric care, etc.); disease surveillance and control (e.g. Malaria, HIV/AIDS, Tuberculosis, Avian Flu, chronic 
diseases - especially diabetes); human resources coordination, management, and supervision; synchronous and 
asynchronous mobile telemedicine diagnostic and decision support for clinicians at the point-of-care; remote patient 
monitoring and clinical care; health extension services, health promotion, and community mobilization; health 
services monitoring and reporting; health-related m-learning for the general public; and training and continuing 
professional development for healthcare workers [23]. 
This potential has been recognised at a strategic level by WHO, and reinforced by the interest demonstrated by 
governments in m-health as a complementary strategy for strengthening health systems and achieving the health-
related Millennium Development Goals, namely the ones from low and middle income countries [21]. WHO 
committed to support the use of m-health in countries: by sharing information on selected national and local 
initiatives suited to specific public health scenarios, lessons learnt, evaluations and recommendations, best practices, 
and cost-effectiveness; by developing a framework for the evaluation of m-health programmes, including 
meaningful and measurable indicators; and by providing guidance on the content and scope of data privacy and 
security policy for mobile telecommunications in health [21].  
This vision is corroborated by the African Strategies for Health (ASH) project - a project funded by the United 
States Agency for International Development (USAID) with the overall objective of contributing to improving the 
health status of populations across Africa. In a technical report issued in 2013, it was stated that m-health has the 
potential to address and overcome disparities in access to health services; inadequacies of the health infrastructure 
within countries; shortage of human resources for health; high cost of accessing health; and limitations in the 
availability of financial resources [24]. 
In a global survey conducted by WHO’s Global Observatory for eHealth the types of m-health initiatives 
considered were [21]: 
x Communication between individuals and health services 
- Health call centres/Health care telephone help line 
- Emergency toll-free telephone services 
x Communication between health services and individuals 
- Treatment compliance 
- Appointment reminders 
- Community mobilization 
- Awareness raising over health issues 
x Consultation between health care professionals 
- Mobile telemedicine 
x Intersectoral communication in emergencies 
- Emergencies 
x Health monitoring and surveillance 
- Mobile surveys (surveys by mobile phone) 
- Surveillance 
- Patient monitoring 
x Access to information for health care professionals at point of care 
- Information and decision support systems 
- Patient records 
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Fig. 1. Adoption of m-health initiatives and phases, globally [21]. 
The results of this survey concluded [21]: (1) that rather than strategic implementation, the emergence of  
m-health is occurring in many countries through experimentation with technologies in many health settings; (2) the 
most frequent m-health initiative adopted was in health call centers and the least frequent was in decision support 
systems (refer to Figure 1); (3) the top barriers to m-health implementation related to the need for further knowledge 
and information (such as assessing effectiveness and cost-effectiveness of m-health applications), conflicting health 
system priorities, the lack of supporting policy, and legal issues; (4) the evaluation of m-health activities by countries 
is very low (12%), and needs to be incorporated into project management life-cycle to ensure better quality results; 
(5) data security and citizen privacy are areas that require legal and policy attention to ensure that m-health users’ 
data are properly protected; (4) countries will progress further in implementing m-health if they share global ICT 
standards and architecture.  
The concern with legal issues and with data security and citizen privacy in m-health applications are thoroughly 
treated in the website of the U.S. Food and Drug Administration [25]. The topics addressed there include, for 
instance, standards applicable to medical devices software (IEC 62304:2006) and regulations for mobile medical 
apps safety and effectiveness, by means of guidance for industry on Cybersecurity for Networked Medical Devices 
Containing Off-the-Shelf (OTS) Software. 
In fact, as Schmidt recently noted society needs to address fundamental questions of what is required, desired, 
and allowed from all the opportunities that new technologies enable [26], namely: 
x What information can an individual record and keep, and for how long? 
x How much impact on others is acceptable when a person records or shares information about themselves?  
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x Will commercial entities (such as health insurance providers) be allowed to require their clients to monitor their 
activity to provide a service or to receive discounts?  
x Will your employer be allowed to ask you to prove that you have done a cognitive task (such as read a document) 
before you’re allowed to make a decision on it?  
This author notes that answering these questions can help us reach a wider agreement of what’s acceptable. 
A different type of challenges related with the quality of the apps for mobile devices regards their design, 
usability and effectiveness evaluation. These issues are very relevant as an extensive literature addressing them 
reveals (vide for instance [27, 28]) 
Another challenge, pointed by Leshed and Sengers, results from the fact that mobile devices bring the work to 
their users, resulting in an actual risk for lack of control over one’s schedule (despite a superficial sense of freedom), 
an inability to engage in downtime, real-life experiences of clashing priorities, and struggles with anxiety, guilt, and 
loss of control [29]. 
4. Conclusion 
This paper addressed the emergence of mobile technology which accelerated the revolution associated with the 
usage of mobile devices (e.g., smartphones, tablets) opening room for pervasive or ubiquitous computing and 
focused on the applications that are daily used by people on their mobile devices, presenting illustrative examples of 
the opportunities offered and also the challenges placed for users, lawmakers, developers and for the human-factors 
community. 
It was characterized the dimension, typology and trends of the mobile devices usage, noting that a significant 
number of user don’t have any other broadband connection available. Several studies reveal that the generalized use 
of mobile devices is impelling companies to change their policy, embracing the BYOD practice, allowing 
employees to use their own mobile devices to access enterprise information and applications. Schools are following 
the same trend towards students. The positive effects of the use of mobile device apps were discussed, illustrated by 
application examples from paradigmatic domains such as learning, agriculture or health. The paper ended with a 
reference to several core questions that are relevant for the analysis of mobile device applications. These questions 
include, on one side, legal issues, cybersecurity and citizen privacy. Another dimension are the challenges related 
with the quality of the apps considering, for instance, their design, usability and effectiveness evaluation. 
The current trend is still of fast expansion of the market of mobile devices and of investments on the development 
of technological solutions to improve performance of devices, networks and software. Therefore we can anticipate 
the growth on potential opportunities to exploit, with significant positive impacts worldwide for the quality of life. 
Simultaneously to this evolution society has also to be ready to answer both to the foreseeable and the unexpected 
challenges that are inherent to it.  
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